H3G User Guide

User Guide for installing and activating a PC Token:
Run the PC SoftwareToke file PC-Token-4.0.4-x86.msi

i PC Token 4.0 (#86) - InstallShield Wizard ) x|

Welcome to the InstallShield Wizard for PC

Actividentity Token 4.0 {x86)

Soft Token

The InstallShield{R) Wizard will install PC Token 4.0 (x86) on
wour computer, To continue, chick Mext,

WARMING: This program is protected by copyright law and
international treaties,

AETIV@ENTIT\"

< Back I Mext = I Cancel I

After you have successfully installed the Token SW you have to activated the token

PC Token: Activate Token j x|

) ) Enter the Serial Number on the Self-Service Web page or conkact
Actividentity wour help desk ko receive vour Activation Code.

Sﬂft Tﬂken Serial Murmber

Serial Mumber: D207 000000000

Moke: Your Serial Mumber has been copied to clipboard, ready to
paste into the Self-3ervice Web page.

Activake Token

Ackivation Code:

Click Reactivate if vou are asked to generate a new Serial
Mumber,

AGTI‘J@ENTITY
Reactivatel Mexk I Cancel |

Connect to the AAA Self Help Desk https://213.94.81.195:8080/4tress-aaa/helpdesk/sd_login and
enter your WIN username and Passwort


https://213.94.81.195:8080/4tress-aaa/helpdesk/sd_login
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ACTIV@ENTITY‘

part of HID Global

AAA Self Help Desk

Welcome to AdA Self Help Desk, select your authentication methaod:

® Lpap password

Enter your username: ||

AGTW@ENTlTY‘

part of HID Global

AAA Self Help Desk

Tou chose to authenticate with your LDAP passwaord:

Enter your LDAP password: I

Select Activate an additional device

AGTlV@ENTlTY‘

part of HID Global

AAA Self Help Desk

Welcome Username

Choose another devicels 00 3000 300000 LI

Device

Serial Mumber: S o0 w00 oo

My dewice suthentications keep ¥ailing: Synchronize.

I Jdon need my Token anymore: Un-assign.

Other operations

You can perform any of the operations below:

I want to gctivate or bind 3 new devipe: Activate an additional device.
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Select PC Soft Token

Activate an additional device

Please select a device for activation:

r% Physical Token
E! PC Soft Token
-

e
a Mobile Soft Token

Enter the Token serial number displayed on your PC Soft Token

Activate an additional device

PC Token: Activate Token x|

2 ) Enter the Serial Number on the Self-Service Web page or contact
Actividentity your help desk to receive your Activation Code.

SOft Token Serial Mumber

|

m Mote: Your Serial Number has been copied to dipboard, ready to
paste into the Self-Service Web page.

"Activate Token

Tou are about to activate your new Actividentity authentication device.

Enter the device serial number displayed on your Soft Token,

Enter the device serial number: Serial Number: (124 00 000000

Activation Code:

Click Reactivate if you are asked to generate a new Serial
Number,

ACT[V@ENTITY

R.Eactlvatel [t | Canoe{l

An activation code is displayed and click Next ( a description is not necessary )

Activate an additional device

You are about to activate vour new Actividentity authentication device.
Enter the Activation Code m in your Soft Token and next
enter the Registration Code e oft Token,

Registration Code: ||

Confirm registration Code: I

Description: |
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Enter the activation code in your PC Soft Token and click Next

PC Token: Activate Token x|

i i Enter the Serial Mumber on the Self-Service Web page or contact
Actividentity wour help desk bo receive wour Ackivation Code,

Sﬂft TﬂkEﬂ Serial Mumber
Serial Mumber:  [2WX- 000NN NN KX

Moke; vour Serial Humber has been copied to cipboard, ready ko
paste inko the Self-Service Web page.

Activate Token
< Ackivation Code: I XHEEEN, >

Click. Reactivate if wou are asked to generate a new Serial
Murnber,

ACTIU@E NTITY
Reactivatel [ I Cancel |

A registration code is displayed on the PC Soft Token and click Next

PC Token: Register Token x|

; ; Enter the Registration Code on the Self-Service Web page ar
Actividentity contact vour help desk to register wour boken,

Soft Token

— Serial Mumber

Setial Murber s 02 K- 300000000 X0

—Reqistration Code

@atinn Code: KKKKKXX )

Moke: Your Registration Code has been copied to the clipboard,
ready to paste into the Self-Service Web page.

hCTIU@EHTITY
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Enter the registration code at the registration prompt on the AAA Self Help Desk and click Next

Activate an addiional device

You are about to activate your new ActivIidentity authentication device.

Enter the Activation Code - }0000(

- in your Toft Token and next

enter the Reagistration Caode get by the Soft Token.

Reqistration Caode:

Canfirm registration Code:

=gl

You have successfully activated the token.

Activate an additional device

Caongratulations username, device 02KK- 300 XK

has been successfully activated.

To complete the process don't forget to enter tne rium code in your device.

On the PC Soft Token set a 4 to 8 digits PIN using the PIN PAD

PC Token: New PIN x|

wour PIM,
Actividentity

PIM PAD

Your PC Token will be PIN-protected. Please set and confirm

Soft. Tl:lken Enter wour PIM: I ssss CIearI
Canfirm PIM: I SEe ﬂl

El
[
[

I
EEEE

ACTIU@ENTITY

Your PIMN musk sakisfy the Following conditions
& 4 to S digits

& Random nurber {e.g., nat 1234}

® FPIN values match

EBack I Mexk |
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PC Token: Activation Successful x|

Actividentity You have successfully completed the PC Token Activation wizard,

Soft Token

Moke: I you have nok entered the Registration Code into the
Self-Service Web page, or provided it o wour help desk, wou will not
be able ko use your PC Taken One-Time Passwards,

—Serial Mumber

Serial Murnber: D21 0e-

—Reqistration Code

Registration Code XXXKK

AETIU@E NTITY




